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32. To facilitate development of an inspection plan, the inspected
State Party shall provide a safety and logistical briefing to the
inspection team prior to access.

33, The pre~inspection briefing shall be held in accordance with

Part 1I, paragraph 37, of this Annex. In the course of the
pre-inspection briefing, the inspected State Party may indicate to the
inspection team the equipment, documentation, or areas it considers
sensitive and not related to the purpose of the challenge inspection.
In addition, personnel responsible for the site shall brief the
inspection team on the physical layout and other relevant
characteristics of the site. The inspection team shall be provided with
a map or sketch drawn to scale showing all structures and significant
geographic features at the site. The inspection team shall also be
briefed on the availability of facility personnel and records.

34. After the pre-inspection briefing, the inspection team shall
prepare, on the basis of the information available and appropriate to
it, an initial inspection plan which specifies the activities to be
carried out by the inspection team, including the specific areas of the
site to which access is desired. The inspection plan shall also specify
whether the inspection team will be divided into subgroups. The
inspection plan shall be made available to the representatives of the
inspected State Party and the inspection site, Its implementation shall
be consistent with the provisions of Section C, including those related
to access and activities.

Perimeter activities

35. Upon the inspection team's arrival at the final or alternative
perimeter, whichever occurs first, the team shall have the right to
commence immediately perimeter activities in accordance with the
procedures set forth under this Section, and to continue these
activities until the completion of the challenge inspection,

36. In conducting the perimeter activities, the inspection team shall
have the right to:

(a) Use monitoring instruments in accordance with Part II,
paragraphs 27 to 30, of this Annex;

(b) Take wipes, air, soil or effluent samples; and

{(c) Conduct any additional activities which may be agreed between
the inspection team and the inspected State Party.

37. The perimeter activities of the inspection team may be conducted
within a band around the outside of the perimeter up to 50 metres in
width measured outward from the perimeter. If the inspected State Party
agrees, the inspection team may also have access to any building or
structure within the perimeter band, All directional monitoring shall
be oriented inward. For declared facilities, at the discretion of the
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inspected State Party, the band could run inside, outside, or on both
sides of the declared perimeter,

C. CONDUCT OF INSPECTIONS
General rules

38. The inspected State Party shall provide access within the requested
perimeter as well as, if different, the final perimeter. The extent and
nature of access to a particular place or places within these perimeters
shall be negotiated between the inspection team and the inspected State

Party on a managed access basis.

39. The inspected State Party shall provide access within the reguested
perimeter as Soon as possible, but in any case not later than 108 hours
after the arrival of the inspection team at the point of entry in order
to clarify the concern regarding possible non~compliance with this
Convention raised in the inspection request.

40. Upon the request of the inspection team, the inspected State Party
may provide aerial access to the inspection site.

41. 1In meeting the requirement to provide access as specified in
paragraph 38, the inspected State Party shall be under the obligation to
allow the greatest degree of access taking into account any
constitutional obligations it may have with regard to proprietary rights
or searches and seizures. The inspected State Party has the right under
managed access to take such measures as are necessary to protect
national security. The provisions in this paragraph may not be invoked
by the inspected State Party to conceal evasion of its obligations not
to engage in activities prohibited under this Convention.

42, If the inspected State Party provides less than full access to

places, activities, or information, it shall be under the obligation to
make every reasonable effort to provide alternative means to clarify the
possible non-compliance concern that generated the challenge inspection.

43. Upon arrival at the final perimeter of facilities declared pursuant
to Articles IV, V and VI, access shall be granted following the
pre-inspection briefing and discussion of the inspection plan which
shall be limited to the minimum necessary and in any event shall not
exceed three hours. For facilities declared pursuant to Article III,
paragraph 1 (d), negotiations shall be conducted and managed access
commenced not later than 12 hours after arrival at the final perimeter.

44, In carrying out the challenge inspection in accordance with the
inspection request, the inspection team shall use only those methods
necessary to provide sufficient relevant facts to clarify the concern
about possible non-compliance with the provisions of this Convention,
and shall refrain from activities not relevant thereto. It shall

nrl
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collect and document such facts as are related to the possible
non-compliance with this Convention by the inspected State Party, but
shall neither seek nor document information which is clearly not related
thereto, unless the inspected State Party expressly requests it to do
$0. Any material collected and subsequently found not to be relevant
shall not be retained.

45. The inspection team shall be guided by the principle of conducting
the challenge inspection in the least intrusive manner possible,
consistent with the effective and timely accomplishment of its mission.
Wherever possible, it shall begin with the least intrusive procedures it
deems acceptable and proceed to more intrusive procedures only as it
deems necessary.

Managed access

46. The inspection team shall take into consideration suggested
modifications of the inspection plan and proposals which may be made by
the inspected State Party, at whatever stage of the inspection including
the pre-inspection briefing, to ensure that sensitive equipment,
information or areas, not related to chemical weapons, are protected.

47. The inspected State Party shall designate the perimeter entry/exit
points to be used for access. The inspection team and the inspected
State Party shall negotiate: the extent of access to any particular
place or places within the final and requested perimeters as provided in
paragraph 48; the particular inspection activities, including sampling,
to be conducted by the inspection team; the performance of particular
activities by the inspected State Party; and the provision of particular
information by the inspected State Party.

48. In conformity with the relevant provisions in the Confidentiality
Annex the inspected State Party shall have the right to take measures to
protect sensitive installations and prevent disclosure of confidential
information and data not related to chemical weapons. Such measures may
include, inter alia:

(a) Removal of sensitive papers from office spaces;

£
(b} shrouding of sensitive displays, stores, and equipment;

(c) shrouding of sensitive pieces of equipment, such as computer
or electronic systems;

(d) Logging off of computer systems and turning off of data
indicating devices;

{(e) Restriction of sample analysis to presence or absence of
chemicals listed in Schedules 1, 2 and 3 or appropriate degradation
products;

(f) Using random selective access techniques whereby the
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inspectors are requested to select a given percentage or number of
buildings of their choice to inspect; the same principle can apply to
the interior and content of sensitive buildings;

(9) In exceptional cases, giving only individual inspectors access
to certain parts of the inspection site.

49. The inspected State Party shall make every reasonable effort to
demonstrate to the inspection team that any object, building, structure,
container or vehicle to which the inspection team has not had full
access, or which has been protected in accordance with paragraph 48, is
not used for purposes related to the possible non-compliance concerns
raised in the inspection request.

=
50. This may be accomplished by means of, inter alia, the partial
removal of a shroud or environmental protection cover, at the discretion
of the inspected State Party, by means of a visual inspection of the
interior of an enclosed space from its entrance, or by other methods.

51. 1In the case of facilities declared pursuant to Articles IV, V and
VI, the following shall apply:

(a) For facilities with facility agreements, access and activities
within the final perimeter shall be unimpeded within the boundaries
established by the agreements;

(b) For facilities without facility agreements, neqotiation of
access and activities shall be governed by the applicable general
inspection guidelines established under this Convention;

{(c) Access beyond that granted for inspections under Articles IV,
V and VI shall be managed in accordance with procedures of this section.

52. 1In the case of facilities declared pursuant to Article III,
paragraph 1 (d), the following shall apply: if the inspected State
Party, using procedures of paragraphs 47 and 48, has not granted full
access to areas or structures not related to chemical weapons, it shall
make every reasonable effort to demonstrate to the inspection team that
such areas or structures are not used for purposes related to the
possible non-compliance concerns raised in the inspection request,

Observer

53. 1In accordance with the provisions of Article IX, paragraph 12, on
the participation of an observer in the challenge inspection, the
requesting State Party shall liaise with the Technical Secretariat to
coordinate the arrival of the observer at the same point of entry as the
inspection team within a reasonable period of the inspection team's
arrival.

"

54. The observer shall have the right throughout the period of

R
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inspection to be in communication with the embassy of the requesting
State Party located in the inspected State Party or in the Host State
or, in the case of absence of an embassy, with the requesting State
Party itself. The inspected State Party shall provide means of
communication to the observer.

55. The observer shall have the right to arrive at the alternative or
final perimeter of the inspection site, wherever the inspection team
arrives first, and to have access to the inspection site as granted by
the inspected State Party. The observer shall have the right to make
recommendations to the inspection team, which the team shall take into
account to the extent it deems appropriate. Throughout the inspection,
the inspection team shall keep the observer informed about the conduct
of the inspection and the findings.

56. Throughout the in-country period, the inspected State Party shall
provide or arrange for the amenities necessary for the observer such as
communication means,. interpretation services, transportation, working
space, lodging, meals and medical care. All the costs in connection
with the stay of the observer on the territory of the inspected State
Party or the Host State shall be borne by the requesting State Party.

Duration of inspection

57. The period of inspection shall not exceed 84 hours, unless extended
by agreement with the inspected State Party.

D. POST-INSPECTION ACTIVITIES

Departure

58. Upon completion of the post-inspection procedures at the inspection
site, the inspection team and the observer of the requesting State Party
shall proceed promptly to a point of entry and shall then leave the
territory of the inspected State Party in the minimum time possible.

Reports

59. The inspection report shall summarize in a general way the
activities conducted by the inspection team and the factual findings of
the inspection team, particularly with regard to the concerns regarding
possible non-compliance with this Convention cited in the reguest for
the challenge inspection, and shall be limited to information directly
related to this Convention. It shall also include an assessment by the
inspection team of the degree and nature of access and cooperation
granted to the inspectors and the extent to which this enabled them to
fulfil the inspection mandate. Detailed information relating to the
concerns regarding possible non-compliance with this Convention cited in
the request for the challenge inspection shall be submitted as an
Appendix to the final report and be retained within the Technical
Secretariat under appropriate safeguards to protect sensitive
information.
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60. The inspection team shall, not later than 72 hours after its return
to its primary work location, submit a preliminary inspection report,
having taken into account, inter alia, paragraph 17 of the
Confidentiality Annex, to the Director-General. The Director-General
shall promptly transmit the preliminary inspection report to the
requesting State Party, the inspected State Party and to the Executive
Council.

61. A draft final inspection report shall be made available to the
inspected State Party not later than 20 days after the completion of the
challenge inspection. The inspected State Party has the right to
identify any information and data not related to chemical weapons which
should, in its view, due to its confidential character, not be
circulated outside the Technical Secretariat. The Technical Secretariat
shall consider proposals for changes to the araft final inspection
report made by the inspected State Party and, using its own discretion,
wherever possible, adopt them. The final report shall then be submitted
not later than 30 days after the completion of the challenge inspection
to the Director-General for further distribution and consideration in
accordance with Article IX, paragraphs 21 to 25,

PART XI
INVESTIGATIONS IN CASES OF ALLEGED USE OF CHEMICAL WEAPONS
A. GENERAL
1. Investigations of alleged use of chemical weapons, or of alleged
use of riot control agents as a method of warfare, initiated pursuant to
Articles IX or X, shall be conducted in accordance with this Annex and

detailed procedures to be established by the Director-General.

2. The following additional provisions address specific procedures
required in cases of alleged use of chemical weapons.

B. PRE~INSPECTION ACTIVITIES

Reguest for an investigation

3. The request for an investigation of an alleged use of chemical
weapons to be submitted to the Director-General, to the extent possible,
should include the following information:

(a) The State Party on whose territory use of chemical weapons is
alleged to have taken place;

(b) The point of entry or other suggested safe routes of access;

(c) Location and characteristics of the areas where chemical
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weapons are alleged to have been used;
(@) When chemical weapons are alleged to have been used;
(e) Types of chemical weapons believed to have been used;
(£) Extent of alleged use;
(g) Characteristics of the possible toxic chemicals;
(h) Effects on humans, animals and vegetation;
(i) Request for specific assistance, if applicable.

4. The State Party which has requested an investigation may submit at
any time any additional information it deems necessary.

Notification

oA Ll

5. The Director-General shall immediately acknowledge receipt to the
requesting State Party of its request and inform the Executive Council
and all States Parties.

6. 1f applicable, the Director-General shall notify the State Party on
whose territory an investigation has been requested. The
pirector-Geheral shall also notify other States Parties if access to
their territories might be required during the investigation.

Assignment of inspection team

7. The Director-General shall prepare a list of qualified experts
whose particular field of expertise could be reguired in an
investigation of alleged use of chemical weapons and constantly keep
this list updated. This list shall be communicated, in writing, to each
State Party not later than 30 days after entry into force of this
Convention and after each change to the list. Any qualified expert
included in this list shall be regarded as designated unless a State
Party, not later than 30 days after its receipt of the list, declares
its non-acceptance in writing.

8. The Director-General shall select the leader and members of an
inspection team from the inspectors and inspection assistants already.
designated for challenge inspections taking into account the
circumstances and specific nature of a particular request. In addition,
members of the inspection team may be selected from the list of
qualified experts when, in the view of the Director-General, expertise
not available among inspectors already designated is required for the
proper conduct of a particular investigation.

9. When briefing the inspection team, the pirector-General shall
include any additional information provided by the requesting State
Party, or any other sources, to ensure that the inspection can be
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carried out in the most effective and expedient manner.

Dispatch of inspection team

10. Immediately upon the receipt of a request for an investigation of
alleged use of chemical weapons the Director-General shall, through
contacts with the relevant States Parties, request and confirm
arrangements for the safe reception of the team.

11, The Director-General shall dispatch the team at the earliest
opportunity, taking into account the safety of the team.

12. 1f the inspection team has not been dispatched within 24 hours from
the receipt of the request, the Director-General shall inform the
Executive Council and the States Parties concerned about the reasons for
the delay.

Briefings

13. The inspection team shall have the right to be briefed by
representatives of the inspected State Party upon arrival and at any
time during the inspection.

14. Before the commencement of the inspection the inspection team shall
prepare an inspection plan to serve, inter alia, as a basis for logistic
and safety arrangements. The inspection plan shall be updated as need
arises.

C. CONDUCT OF INSPECTIONS
Access

15. The inspection team shall have the right of access to any and all
areas which could be affected by the alleged use of chemical weapons.
It shall also have the right of access to hospitals, refugee camps and
other locations it deems relevant to the effective investigation of the
alleged use of chemical weapons. For such access, the inspection team
shall consult with the inspected State Party.

Sampling

16. The inspection team shall have the right to collect samples of
types, and in qQuantities it considers necessary. If the inspection team
deems it necessary, and if so requésted by it, the inspected State Party
shall assist in the collection of samples under the supervision of
inspectors or inspection assistants.  The inspected State Party shall
also permit and cooperate in the collection of appropriate control
samples from areas neighbouring the site of the alleged use and from
other areas as reg ted by the inspection team.

17. samples of importance in the investigation of alleged use include
toxic chemicals, munitions and devices, remnants of munitions and
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devices, environmental samples (air, soil, vegetation, water, snow,
etc.) and biomedical samples from human or animal sources (blood, urine,
excreta, tissue etc.).

18. 1If duplicate samples cannot be taken and the analysis is performed
at off-site laboratories, any remaining sample shall, if so requested,
be returned to the inspected State Party after the completion of the
analysis.

Extension of inspection site

19. If the inspection team during an inspection deems it necessary to
extend the investigation into a neighbouring State Party, the
Director-General shall notify that State Party about the need for access
to its territory and request and confirm arrangements for the safe
reception of the team.

Extension of inspection duration

20. If the inspection team deems that safe access to a specific area
relevant to the investigation is not possible, the requesting State
party shall be informed immediately. If necessary, the period of
inspection shall be extended until safe access can be provided and the
inspection team will have concluded its mission.

Interviews

21. The inspection team shall have the right to interview and examine
persons who may have been affected by the alleged use of chemical
weapons. It shall also have the right to interview eyewitnesses of the
alleged use of chemical weapons and medical personnel, and other persons
who have treated or have come into contact with persons who may have
peen affected by the alleged use of chemical weapons. The inspection
team shall have access to medical histories, if available, and be
permitted to participate in autopsies, as appropriate, of persons who
may have been affected by the alleged use of chemical weapons.

D. REPORTS
Procedures

22. The inspection team shall, not later than 24 hours after its
arrival on the territory of the inspected State Party, send a situation
report to the bDirector-General. It shall further throughout the
investigation send progress reports as necessary.

23. The inspection team shall, not later than 72 hours after its return
to its primary work location, submit a preliminary report to the
Director-General. The final report shall be submitted to the
Director-General not later than 30 days after its return to its primary
work location. The Director-General shall promptly transmit the
preliminary and final reports to the Executive Council and to all States
Parties.
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24. The situation report shall indicate any urgent need for assistance
and any other relevant information. The progress reports shall indicate
any further need for assistance that might be identified during the
course of the investigation.

25. The final report shall summarize the factual findings of the
inspection, particularly with regard to the alleged use cited in the
request. In addition, a report of an investigation of an alleged use
shall include a description of the investigation process, tracing its
various stages, with special reference to:

{(a) The locations and time of sampling and on-site analyses; and

(b) Supporting evidence, such as the records of interviews, the

results of medical examinations and scientific analyses, and the
documents examined by the inspection team.

26. 1If the inspection team collects through, inter alia, identification
of any impurities or other substances during laboratory analysis of
samples taken, any information in the course of its investigation that
might serve to identify the origin of any chemical weapons used, that
information shall be included in the report.

E. STATES NOT PARTY TO THIS CONVENTION

27. In the case of alleged use of chemical weapons involving a State
not Party to this Convention or in territory not controlled by a State
Party, the Organization shall closely cooperate with the
Secretary-General of the United Nations., If so requested, the
Organization shall put its resources at the disposal of the
Secretary-General of the United Nations.

L
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A. GENERAL PRINCIPLES FOR THE HANDLING OF CONFIDENTIAL INFORMATION

1. The obligation to protect confidential information shall pertain to
the verification of both civil and military activities and facilities,
Pursuant to the general obligations set forth in Article VIII, the
organization shall:

(a) Require only the minimum amount of information and data
necessary for the timely and efficient carrying out of its
responsibilities under this Convention;

(b) Take the necessary measures to ensure that inspectors and
other staff members of the Technical Secretariat meet the highest
standards of efficiency, competence, and integrity;

(c) Develop agreements and regulations to implement the provisions
of this Convention and shall specify as precisely as possible the
information to which the Organization shall be given access by a State
Party.

2. The Director-General shall have the primary responsibility for
ensuring the protection of confidential information. The
Director-General shall establish a stringent regime governing the
handling of confidential information by the Technical Secretariat, and
in doing so, shall observe the following guidelines:

(a) Information shall be considered confidential if:

(i) It is so designated by the State Party from which the
information was obtained and to which the information
refers; or

(ii) In the judgement of the Director-General, its
unauthorized disclosure could reasonably be expected to
cause damage to the State Party to which it refers or to
the mechanisms for implementation of this Convention;

(b) Aall data and documents obtained by the Technical Secretariat
shall be evaluated by the appropriate unit of the Technical Secretariat
in order to establish whether they contain confidential information.
Data required by States Parties to be assured of the continued
compliance with this Convention by other States Parties shall be
routinely provided to them. Such data shall encompass:

(i) The initial and annual reports and declarations provided
by States Parties under Articles III, IV, V and VI, in
accordance with the provisions set forth in the
Verification Annex;

(ii) General reports on the results and effectiveness of
verification activities; and

nini4
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(iii) Information to be supplied to all States Parties in
accordance with the provisions of this Convention;

(c) No information obtained by the Organization in connection
with the implementation of this Convention shall be published or
otherwise released, except, as follows:

(i) General information on the implementation of this
Convention may be compiled and released publicly in
accordance with the decisions of the Conference or the
Executive Council;

(ii) Any information may be released with the express consent
of the State Party to which the information refers;

(iii) Information classified as confidential shall be released
by the Organization only through procedures which ensure
that the release of information only occurs in strict
conformity with the needs of this Convention. Such
procedures shall be considered and approved by the
Conference pursuant to Article VIII, paragraph 21 (i);

(d) The level of sensitivity of confidential data or documents
shall be established, based on criteria to be applied uniformly in order
to ensure their appropriate handling and protection. For this purpose,
a classification system shall be introduced, which by taking account of
relevant work undertaken in the preparation of this Convention shall
provide for clear criteria ensuring the inclusion of information into
appropriate categories of confidentiality and the justified durability
of the confidential nature of information, While providing for the
necessary flexibility in its implementation the classification system
shall protect the rights of States Parties providing confidential
information. A classification system shall be considered and approved
by the Conference pursuant to Article VIII, paragraph 21 (i);

(e) Confidential information shall be stored securely at the
premises of the Organization. Some data or documents may also be stored
with the National Authority of a State Party. Sensitive information,
including, inter alia, photographs, plans and other documents required
only for the inspection of a specific facility may be kept under lock
and key at this facility;

(f) To the greatest extent consistent with the effective
implementation of the verification provisions of this Convention,
information shall be handled and stored by the Technical Secretariat in
a form that precludes direct identification of the facility to which it
pertains;

(g) The amount of confidential information removed from a facility
shall be kept to the minimum necessary for the timely and effective
implementation of the verification provisions of this Convention; and
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(h) Access to confidential information shall be regulated in
accordance with its classification. The dissemination of confidential
information within the Organization shall be strictly on a need-to-know
basis.

3. The Director-General shall report annually to the Conference on the
implementation of the regime governing the handling of confidential
information by the Technical Secretariat.

4. Each State Party shall treat information which it receives from the
Organization in accordance with the level of confidentiality established
for that information. Upon request, a State Party shall provide details
on the handling of information provided to it by the Organization.

B, EMPLOYMENT AND CONDUCT OF PERSONNEL IN THE TECHNICAL SECRETARIAT

5. Conditions of staff employment shall be such as to ensure that
access to and handling of confidential information shall be in
conformity with the procedures established by the Director-General in
accordance with Section A,

6. Each position in the Technical Secretariat shall be governed by a
formal position description that specifies the scope of access to
confidential information, if any, needed in that position.

7. The Director-General, the inspectors and the other members of the
staff shall not disclose even after termination of their functions to
any unauthorized persons any confidential information coming to their
knowledge in the performance of their official duties. They shall not
communicate to any State, organization or person outside the Technical
Secretariat any information to which they have access in connection with
their activities in relation to any State Party.

8. In the discharge of their functions inspectors shall only request
the information and data which are necessary to fulfil their mandate.

They shall not make any records of information collected incidentally

and not related to verification of compliance with this Convention.

9. The staff shall enter into individual secrecy agreements with the

Technical Secretariat covering their period of employment and a period
of five years after it is terminated.

10. In order to avoid improper disclosures, inspectors and staff
members shall be appropriately advised and reminded about security
considerations and of the possible penalties that they would incur in
the event of improper disclosure.

11. Not less than 30 days before an employee is given clearance for
access to confidential information that refers to activities on the
territory or in any other place under the jurisdiction or control of a
State Party, the State Party concerned shall be notified of the proposed

TIES
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clearance. For inspectors the notification of a proposed designation
shall fulfil this requirement.

12. 1In evaluating the performance of inspectors and any other employees
of the Technical Secretariat, specific attention shall be given to the
employee's record regarding protection of confidential information.

C. MEASURES TO PROTECT SENSITIVE INSTALLATIONS AND PREVENT DISCLOSURE
OF CONFIDENTIAL DATA IN THE COURSE OF ON-SITE VERIFICATION
ACTIVITIES

13, States Parties may take such measures as they deem necessary to
protect confidentiality, provided that they fulfil their obligations to
demonstrate compliance in accordance with the relevant Articles and the
verification Annex. When receiving an inspection, the State Party may
indicate to the inspection team the equipment, documentation or areas
that it considers sensitive and not related to the purpose of the
inspection.

14. Inspection teams shall be guided by the principle of conducting
on-site inspections in the least intrusive manner possible consistent
with the effective and timely accomplishment of their mission. They
shall take into consideration proposals which may be made by the State
Party receiving the inspection, at whatever stage of the inspection, to
ensure that sensitive equipment or information, not related to chemical
weapons, is protected.

15. Inspection teams shall strictly abide by the provisions set forth
in the relevant Articles and Annexes governing the conduct of
inspections. They shall fully respect the procedures designed to
protect sensitive installations and to prevent the disclosure of
confidential data.

16. In the elaboration of arrangements and facility agreements, due
regard shall be paid to the requirement of protecting confidential
information. Agreements on inspection procedures for individual
facilities shall also include specific and detailed arrangements with
regard to the determination of those areas of the facility to which
inspectors are granted access, the storage of confidential information
on-site, the scope of the inspection effort in agreed areas, the taking
of samples and their analysis, the access to records and the use of
instruments and continuous monitoring eguipment.

17. The report to be prepared after each inspection shall only contain
facts relevant to compliance with this Convention. The report shall be
handled in accordance with the regulations established by the
Organization governing the handling of confidential information. If
necessary, the information contained in the report shall be processed
into less sensitive forms before it is transmitted outside the Technical
Secretariat and the inspected State Party.
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D. PROCEDURES IN CASE OF BREACHES OR ALLEGED BREACHES OF
CONFIDENTIALITY

18. The Director-General shall establish necessary procedures to be
followed in case of breaches or alleged breaches of confidentiality,
taking into account recommendations to be considered and approved by the
Conference pursuant to Article VIII, paragraph 21 (i).

19. The Director-General shall oversee the implementation of individual
secrecy agreements. The Director-General shall promptly initiate an
investigation if, in his judgement, there is sufficient indication that
obligations concerning the protection of confidential information have
been violated. The Director-General shall also promptly initiate an
investigation if an allegation concerning a breach of confidentiality is
made by a State Party.

20. The Director-General shall impose appropriate punitive and
disciplinary measures on staff members who have violated their
obligations to protect confidential information. In cases of serious
breaches, the immunity from jurisdiction may be waived by the
Director-General.

21. states Parties shall, to the extent possible, cooperate and support
the Director-General in investigating any breach or alleged breach of
confidentiality and in taking appropriate action in case a breach has
been established.

22. The Organization shall not be held liable for any breach of
confidentiality committed by members of the Technical Secretariat,

23. For breaches involving both a State Party and the Organization, a
"Commission for the settlement of disputes related to confidentiality",
set up as a subsidiary organ of the Conference, shall consider the
case. This Commission shall be appointed by the Conference. Rules
governing its composition and operating procedures shall be adopted by
the Conference at its first session.
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