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Topic
1) LTS
Implementation /

LEO Security
Governance

Findings & Suggestions

1.1) "LTS as deterrence" approach:
civilian space sustainability could
contribute to the security indirectly.
Consultation in UNCOPUOS may work
against LTS non-compliant activities
(such as ASAT).

LTS implementation in each
country/internationally should be
accelerated in strong partnership with
private sector.

Next Actions

Word of “deterrence” should be
reconsidered.

Approach itself should be carefully
defined.

Make historical analysis of
deterrence, how it has evolved.
Security implications by civilian
activities should be clearly
conceptualized. 1st action is to
show its comparative advantages.
US resolution for reducing threat
mentioned LTS. Each country
should submit implementation
plan.

Terminology incl. definition of
deterrence should be shown.

1.2) LTS implementation monitoring,
peer review, information sharing
mechanism should be pursued to ensure
the workability of the guidelines.
Unbalanced contributions among states
could be an issue considering their
technology gaps, hence international
cooperation to enhance their space
capabilities could also be pursued at the
same time.

Removal aspect could be
discussed as well.

It is difficult to adopt all guidelines.
Partial implementation of LTS
guidelines should be studied.
Japan is also virtually adopting
guidelines for safety legislation for
on-orbit services.

1.3) Cyber governance and technology
strategy is required. LTS doesn’t cover
cyber and electronic attacks, hence need
additional solutions. Especially as for
cyber, “global governance” is necessary
including private sector and non-state
actors.

Technology strategy especially
encryption should be important. Japan
should lead the governance while
developing Japanese own technology
such as QKD, which requires international
cooperation such as site diversity of
ground stations network.

Encryption contributes to data
protection but not for system
protection.

Cyber security should not be
linked with LTS b/c LTS has
indirect impact on security.
Civilian cyber security? Cyber has
several layers: national criminal
law etc. Terminology and scope
should be defined. >Takaya-san
will show the terminology and
scope from international law
perspective.

1.4) Security (resiliency) of space
architecture should be strengthened
combining both public (military) and
private sector. Considering the dual use
aspect and emerging capabilities of
private space infrastructure such as LEO
mega-constellation, it has been inevitable
critical space system relies on
commercial system. On the other hand,
its vulnerability could be questioned.
Many constellations are operated by US,
Japan should closely work with US to
ensure their resiliency and sustainability.

Focusing on government critical
infrastructure or private should be
defined.

1.5) Transparency and Confidence
Building Measures (TCBM) could be
studied in space such as by ensuring
transparency of each national legislation.
(c.f. TCBM in cyber space)

SSA cooperation could contribute to
TCBM. Based on the MOD SSA capability
under development and emerging
commercial SSA technology improvement
of monitoring capability, Japan, US,
Australia, and other countries could share
and enhance each transparency of
satellite operations, which could
contribute to sustainable operations of
space assets.

v" Continue the discussion upon the

argument in UNCOPUOS.

1.6) Space system supply chain
cooperation could be strengthened
within allies.

v Further study upon the policy and

concrete actions of Biden
administration.
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Next Actions

2) Moon and
CisLunar Security
Governance

Findings & Suggestions

2-1) We should further discuss how to make synthesized
rule of Moon and CisLunar activities based on AA, in the
condition

China and Russia didn’t join AA.

v Discuss with
Japanese Lunar
Society, MVA.

2-2) International rule making strategy involving industry
should be discussed considering the future commercial
activities of Moon and CisLunar.

v Discuss with
Japanese Lunar
Society, MVA.
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