Japan’s Major Capacity Building Projects for Developing Countries (As of Dec 2021)

Project Name Main Beneficiary Organizer
(Relevant Ministry)

1 Ensuring Cyber Hygiene through the protection of Critical Infrastructure and other means

ASEAN-Japan AJ Cyber Exercise ASEAN NISC
CHBETEEEU ] AJ Table-Top-Exercise ASEAN NISC
Policy Meeting

Cyber Business Platform ASEAN NISC

AJ CIIP Workshop ASEAN Indonesia Gov (NISC)
ASEAN-Japan Information Security Workshop for ISPs ASEAN MIC
ASEAN-Japan Cyber Defense Exercise with Recurrence (CYDER) ASEAN Thai Gov (MIC, MOFA)
CYDEISREING Digital Forensics ASEAN Thai Gov (MIC, MOFA)
Capacity Building
Centre Malware Analysis ASEAN Thai Gov (MIC, MOFA)
(AJCCBC)

Cyber Sea Game ASEAN Thai Gov (MIC, MOFA)
APT Training Course on Cybersecurity Technologies: Recent Trend of Risks Asia pacific countries Asia-Pacific Telecommunity
and Countermeasures to them (MIC)
Defense Practice against Cyber Attacks ODA Recipients JICA
Strengthening of Coordination Among Organizations Against Cyberattacks ODA Recipients JICA
Industrial Control Systems Cybersecurity Training for Indo-Pacific Region Indo-Pacific Region JICA

ODA recipient countries

Project for Human Resources Development for Cyber Security Professionals Indonesia, JICA, Indonesia Univ(*1)

ASEAN(Except
Singapore, Brunei)

Project on Capacity Building for Cyber Security in Vietham Vietnam JICA
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Japan-US-EU Industrial Control Systems Cybersecurity Week Indo Pacific region METI, IPA, US Gov, EU
International Cybersecurity Workshop and Exercise US, EU, ASEAN NISC
Japan-ASEAN Cyber Security Training Program for Defense Authorities ASEAN MOD

2 Measures against Cybercrime

Countermeasures against Cybercrime ODA Recipients JICA

Cybersecurity and Countermeasures against Cybercrime Vietnam JICA

ASEAN-Japan Cybercrime Capacity Development Project ASEAN INTERPOL (MOFA)
ASEAN Joint Operations against Cybercrime ASEAN INTERPOL (MOFA)
The Global Programme on Cybercrime ASEAN UNODC (MOFA)
Countering cybercrime, including strengthening information managementand  ASEAN UNODC (MOFA)
security

3 Sharing Understanding and Cyber Situational Awareness of International Rules and Confidence Building Measures

ASEAN-Japan Cybersecurity  Joint Awareness Raising Collaborative ASEAN NISC
Policy Meeting Activities
Capacity Building in International Law and Policy Formation for Enhancement = ODA Recipients JICA

of Measures to Ensure Cybersecurity
TSUBAME(Internet threat monitoring system) Any countries JPCERT/CC (METI)

4 Human resources development and other cross-sectoral areas

ASEAN-Japan Cybersecurity  Promoting utilization of Overseas Human ASEAN NISC
Policy Meeting Resources as Advanced Experts

(*1) Indonesia University provides training programs for third countries Source: National center of Incident readiness and Strategy for Cybersecurity (NISC)



